P 5#H=
S&T and Society

LZRPMEZ A HREAR
ZIEMEREFSHIEFRER

MEL"

BER MER

I K

1 FERZEFRMIERF S RBHRA L= 100101
2 HIEARHEMEALZE MELZSFRIEE b= 100741

HE N&ZA2RREUHRBREZANEL, MEZRTIAERMEZLE KRN ERIM, XF
AT AH-R” AFXEEE, RETALT B TANREGNEHRERARE, REEREE. ML=
B XA WMBRAEFHGTAEAT T HELS S AL 8303 ) Ihmh 3t W 42 18] 7T AL 3 R 69 3R &
58, fAMEREZNERNZZRNEHF LR 25 RETANREANERAL, FAZIARBLL2EEY

A “HEER REBEA N XIE

KEE ARMEZ, MATARE, METHE, wBEETE, TALEZR

DOI  10.16418/j.issn.1000-3045.20200302004

W& R BRAE BRI PE A, NN W 45 23 6] Y
MRS P R Ry, ) 2% TR A A T 54 [ 5 4 1 2
FRBTATIHY , 190 4% 25 i) 22 4 0 — D R AR 5 R e
M E AR, T B IC IR, B M4
B R LA ARG Sa], 3t A i
LRI A, A DR SRR R O T
R T B IAEM %28 (6], did V)& B AERS 4xif
JRE 73 I 245 225 [ JE 1) PO 0% 225 i) b P 1, DT A 7 e
2523 () 5 1 L2 () A9 SR o IRFE R 245 4 A S RO

38 AN &
BEAk s B4 202047 A28

f, KM E S A ERA LSS, Sl
Rz 2 [E]f) “HERITERT o

P 265 2 ) iy AN SO0 R 46 22 A HRBERR T . AT
FEERTT . Wz B H | T Al R TR A
HEREL, I 0 B 6 2 A )
0. BUA . UL EIBRA IS 2 2% 4 (]
Hi PR, R0 S BT R 2% s Rl AT A R s, X2
DA TFURT B fifp 00 2% 225 (1) 1) B 2 Tl o 90 2% 225 ) 34 2
( Cyberspace Geography ) 42 Hi A2z il [ 265 25 ] 3 [&]

® FEA L% 7[017



_ R 5ite

PRAE T HE AN e M-I Al G R IR
il 1, HEHEXT 2 23 [ AT R AR R S, 2
2SI ATRE AR I 4 2 [ P ) P
A BT 465 43 6] (R RR 2 A B I 2% 22 A 245 Bl
REB,

1 ME=E AR TRERBRIVIR

o0 24 22 i) T 0 22 2 T I 2% 5 i) vl LAk 3k L
BRI EA , B RN 25 45 8] i (1 45 2 8 I N R
PEHEATHRI . BhE AR =, AR TR
R L B s e G R Ry xR U SE T L
AFR “SHINE 181”1 REERZ LRI
TR V. A, FEEIEEAF (Norse) ?. k%Y
Wi R EUT LS 86 %8 (Kaspersky ) 2B 38 325 I 5 )
R, T AR S L SRR
BOHRITAC Y POZ B8 7 23 73 B R 58— R DO1”
WIS T PSS [ 5 s Moz il BT b
JEZHR”  (Zoomeye ) ¥R B R 2 SERIEENE, 27 T
SER A2 A2 TP HLhE I 45 25 AT PET . FRAR NI 22 [ 22
SB[ 2% ) R RIS s, (HIF R4
TSR 7 P2 23 (1], (SO X I 2 2 [ BEA T T SRy b S i
AL .

Martin I Rob"™ " % 4% 25 [0 AT WAL EA T T80
ARG, AREPERURSE The Atlas of Cyberspace Fil
Mapping Cyberspace 2 AFEAE o T # P T P 2% 25 1]
4 ARG (48 Lk B S, T4Em, 78
L HEX, DRZER, UM ) , 26T A
() Xof G2 14 o0 4 2 [ s PR s I o DO TS0 50 ) il
T, BT AR 2K A TR T AR A 2, 25
MZS [ A R AR RIS 458 5 3R 1 A BE 2 T 3843 I

ZRMIET, IF AT T4 s [ 5t B ] 2 [R] ) QIR
AP o I T A 2 i 3 9 2% 2 Ji) ThT 58 A9 AT 4 1

R, EAE AR LB AR U, MELL 2 9 25 25 1]
DA, WP AR FLIE B S B SR 4 23 ] T AL 0k
HEAh, TR 4 R BT A AL R S R A
EHETAL, HFTISCRA L USRI B A 2]
TEPRSRIFIF MR WA T2, AN BETE 700 A I 466 2 (1) 42 4
Bl P2 AR S B I FH 5K

2 M= EAMURENR RN NSZE

FIRT, 0o 2% 25 [ia) W] R Ak 2 Sk BIF 50 i Ak T kS 20 B
B, HERRHELSSHI TN @R S0, LUK
A BB ZR AR ATl Ry S 45
2.1 Ak SSERIT]BIN A R K2

RAVIRTN ]

W2 2 AL G 55 TAEZ IR LASOA | R Ts
KT AN SRR B TRESEGFERRR, FR%
Z . RILAE %, MtLGn) TAR 20 T /4=
(i) 5 b P2 ] (R RS DG R, O VLR I 0 46 23 )
BRI Z e, MELLZ A 07 0 b (13 i 1 o
BOfE B R, ORI . 6™ . S MRS KR
EHEATRES AT, TR BT R R, Mg e
TAEAREE R GEL . Asik. ATk,

bR TS MG e Al 55 2 Ak, s [ e AL R
KR EPROCR . EBREE . XA M [ PRBOA 2
L R HERI AN S, BRI AL, A mIEAE
WRENZT . Boh . Uk RIGREERIFI AR, 1
R GER B R AR I RE ) UARARTE R 25 23 1] P A T
feiaa M TNIUE v T RS VY A S\ BB 1ER )
iR JE 0 25 25 (] P AL SR R TR BR B R 2R, I

KrE AR RER

(D Grant T. On the military geography of cyberspace. Proceedings, 9th International Conference on Cyber Warfare & Security (ICCWS

2014). 2014: 66-76.
(2 http://norsenet.com.
(3 https://cybermap.kaspersky.com.
@ https://www.zoomeye.org.

918‘2020&-%35%-%7%



EEMET@ATIMEAR TENERLEAHEERES _

22 [ ] AL B IR T 15
1 5 ) 24 2 [) T ARA e 38 1) 1
ERRHEETIEZ—,
2.2 ANEBIRERTEARS EEMNEE AL

FIKHIER

AR — A 242 B0 e R T 2 A i B AR &R
AR B e, ESEE AR AR 45 25 0 R/ 1 —
A FEPLBLSE AL, N B b P A B AF R A B
A bR IR AR X 4% 1] R AU Ab R ok ikt
BASPZE MBI Ry S TT LA e 1 £ 2 [ 5 15
%#ﬁ%ﬁﬁﬁQJEﬂ%&*mLﬁ%%mﬂT,
TR BB HHEALESE R TS
WHELAL PR 4E S ] A AL DXL P R R e 1 B 4
i, E R SRR, N T S (A A AR
%ﬂimioo 2010 4E LK, TREAH 5 A MK AR,

SEEEEPIITE R SNl
S, K2 T2

IEXF 2% 23 [ RB AT T REIRER . S H IR

FkJra, FE S B 26 25 ) 7R AT BV Y

FEo 2288, VLR IR M 2% 25 ] (1 45 R 2R AR B

AR TR, A S b PR A RS BT

2, A 2% 2 (ARG AN [R] ) S 44 o

PRIRS B PR FIAL R AE s TR A ERAM

ANFEEPIRIERS, R T H IR SRk Tr

KM DIERRI A IR A, FR L 5

H T2 s [t PR R A R, LI

W22 (B R AT SRR . 2 UERIBTT ERTN
2B TR SN < B S w N LR

] AR B BON R, HARRME S

PERY . BT R Y B A R B AR T

e e IR

iy IR SR N B i IS S
ARAG M M B i AR S | A B [ 26 25 ]
AR s B RS, &R

GERRBE T [0 265 245 (1]l L7 (4 PRISRERT | RS0 N A AL
AREEAE, IF BB H 0 2% 25 18] 7] A0 A 3 8 2 19 2% 45 1]
WHAI R EENEZ —, PSR 1
P AE— 2 R LA R 1 0 26 23 ) nl AL 2R BEE Ak
Tl R AR 532 53 ) ) A

SMBTEAMURENEERNETREAN
iz E s

M PR o S8 Y 2R 48 LR A P A 4 S
il g S R TR RSN, -
" SRR R E VIO N, BE (AL
AR AE A R, N5 N 2 ) B s ) ) BIR A T e
CN-H-PT ORI OC R E WA LY AR -

R SR ARG EE T, R B 1 B 7 1%
FIAMZE 28], S S BR0 4 2 [) n] AL k4R At 158
JEH o P 255 5 ) ] AR Tk T A A 9 4% 2 ] 5K ]
MALREIR | P28 2 [] 5 R ] WA 3 A 0 242 2 A
AL TR (1)

K/’ ___________ \ ST T \
COm o HIEEIRE (Zlg FRIEARERLE \|\
I 25 = | (- |
Loz PEERR . B mpeaame |
A evaiiz: | v :
(E 2375 A \ & zzEzERn
\Oecmeooonoi s NEL T Y,
(/@ me mn N o EEEELT )
B T — - |
8] B IS
] BEEm L e B~ e |
R EEH mE s /
o T AR =,
| MEReHE —\
\ ¥
B ) | OATmE +  BRR
2 2 —
e ——

B W% T AR NS B ARHAE

(® http://pdfs.semanticscholar.org/1bd3/0afd5b67239588fd363a4fc01ef4d9e5a097.pdf.
(6) Smith M A, Drucker S M, Kraut R E, et al. Counting on community in cyberspace. Conference: CHI’99 extended abstracts, 1999.

® FEAEI w7019



_ R 5ite

W2 (B HA R R RS A, O Bl s [l g R G
B, SRR T ARSI S As H] . a2
SEnF | BhA . LSRN 2 S ] A B s [ 5 —
S Bz R E , R EZMEORMRS . O Lt
s () AT AR A B, A P26 22 A A 0 2% 25 [ Tt
PR, LR B R R R ARk, 4
TEET & 705 T 38 1) 4% 225 ) 8 PR o A AN, SIE BRI 2%
S ER TR L . Q) TEM 423 (0] 23R ik Al
B 7321 e NI N 2 L (5| RS E  E R A R =R €
] A RH ELSGIRFNRZ ML, 45 I 265 4 5 28 WS 39 P 2
], SEBRIZE AR AT . B LA fi & 21
PRI BRI, Wi 2R
ZIWHBIRER, BR—Hahds, Suf, S, AR
0 2% 25 TE A A AT, B IRBCE s & . 30
Y@ ) 1 R0 I 0 VA L I 7). s |
AE. BUMHIIRE N A2l Pl o5 BRI e A B B
RN JBERIIRTT A RE I FIRR, RERT] AR
ThERefL. Ashik. ATk,

HIRIRIE PIRIFIR TREE NE=325:

o EtIEER o YIEIfIR ® AT ® MAEHEM
o NHMIPESR ® PIEIfIR ° ENAE ® MLERRSS IR

3.1 METEERAMARTRIX
3.1.1 &% A F AR AR

Do) £ 223 ] B 38 AT WAL 3 8 02 X 246 25 ] AT Ak 3
(SR, AR YSHIT0 ATE BUE hy 2R G5 10 190 4 45 W] B2 3 4y
TR o ALGEI N 45 2 ] 22 28 AR A5 I 2% 23 6] i 49 o
IRV RV T 402, B T I E s ] R 1 Ml
HUEME . 76 CAN-H-” A RIS IE TR, Mg
23 [A]BEZR 41 2E 0 DA I 45 225 [ 4 i 2] o 245 - P 2 ], A
P23 A1 B R A B EE R A, RS 6 ML 4
557K, AR SCHE 4623 (R B 2000 43y b BRI
RS AT ERF S IR 4 2R (F2) .

@O WA BZ . TR S [ Z R 2R
A, SRR L A [ ZER (W M B 1, Do 2 SL At 15 it
TR ZE AT 0 R A B B 2 1) 437 X St
WORBEE . R KB A A A SRR
Q) M %I B )R, FEIER I ML A5 [ BRI iy
SURVEER, RIZERIRANCR, MT o Y IR A
WS, WEEMMgEBE . MENH. . 5

Wi, IP. PMNEE. B 474 2RE. AL
FA RIS 0, SETEMZR AT F A (RS
AR ) B AT N RS
£, WIEELW . B AdLE

® RN =LERT ® X5 EEMIRNE

[B]55, @ %3R3 E. FEAEI S E
FOREMA MG i (RF) | MY
GRS TR MG T 45, B

WIEZ . MEEIREIR | A7 BAZ AN 55 2R

B2 %R BRI R

920120204 - %35% - £ 78

R 4 NRRERZ A EBR | FE
M, L[R2 25 (] AR AR AR o
3.1.2 T R L 7 ik

o] 2 24 i) 2 2 T LA 3Rk 2 B0 A o 2%
BRI SR I sl RIAER
YEFIRUBE (R ASE, 3 L2 o0 2 2 [ 3l P 5T 3% A 72
TGN o 0246 2 (8] B3R A LA 45 23 [1]
b TR 22 7 3t PR A DA Al g b B S ] o



EEMET@ATIMEAR TENERLEAHEERES _

o0 2% 3ty B SR G2 1O 22 ROBE R 23 [0 4, 4 T 0 4%
TR R 5 M AR bR R, 2 25 IR B S Ak
WG, AR (] ML . (D BT P45 As ) CHEE R
TRORARZR , g A 00 2% 2 T L RT3 8 ) i s o
i TR s () i M PR 2R A% | SR 2 R 7L B
BERY (BIM ) BPFEAEAE T-Be, K 3t PRI 0 100 46 52
R AL, S 100 M PR 1Y) = 37 S
@ AL PIZE BT IR, IR HR R 26 B ARG (0 AT
2 A, O I 266 s () B X W 2= st s [R] DAt
PRAE R 22 PR R T X il 19 4 2 [ Sl
O AN P28 B8 ] s @ T2 R 2 R,
e T L NI 1 S R 4% 2 ) 2 2 7 O 245 2 [ ) I 25 70 A
FFR MRS RAAL NI, Bl —Hshas . Sk, w]
5 AR S AR A
3.2 LB EIR R EIAL LA

o 24 2 1] 5% % ] AL A Aok 5 B AR I 4% 2R 2 T
MIDRFR, LA B & 23 ) 5 M B As [R) 2 (] ) DG 2R o 28
23 () 5 8 n] AL T BT R 246 25 R O 25 e, O
PO 245 23 (1) R b B s ) R A S R, S R 2 28

(i) R bt L 25 ] %) 22 ROBEF AP OCIR , S RO 48 SR AR 1Y)
2o (A, M [H] Y ZE B

) £ 52 3R 22 [] ) G 2 38 5 P 2 PRI RN 53 B
AR, TR E I, TE RN 2w 0 R SR 4
FEARANGERE SIS RO A [R) ORI 28 i b T
AL, RS IGEFMIHINCR, B2k, X
Wl EZEN . ASTERIE . AS BRI B = 4 B F A
THEBIRARTNG . MBS R 45 23 ] AT 5 AR
BRI R, ML 23 (8] 5 1 B 23 ] 22 8] (1) 56 R AT A4k
HAREI 2 N SISL ., 456 ME2s B R
AL, TR BRI . g b As Ak . 4k
=2 — R AP0 2 3t SECHE DGR SRR, IR 2 R
b 2 [ T 28 23 0] ) SEARE S R G RN, IR
B 1585 AT R Z R N ZE GRS 3 32 ]
MMM Z R 2485 shaAnT ik,

AT REZR G s MRS T R e &, B
S 2 75 ] 5 i RS (R 2Z [R5 R o (3 ), 3
TP E8 25 0 R0 DL 42 An s b B kAT e
AT R R 2% . ARA N 8 AR T as il %0 2 L 0

b E

MEEIRINERE

> WEEIRTHNS IR (8] EY

B3 MHBZRXRABERE
BB e AR B B F AR LA 0 A S R LR EAENE, B EZ M X F A6 KT R (B L),
AT IR, HEEERRET ST, ARETAFREZEERZNGXE (BE)

(D AS (autonomous system) , ZFER B & & %o 469 ZIE M A5 R 65536 4~ AS B

® ¥ w921



RS

REMEAREWRRR, Sl 45 =4 i
LRAEINZ RS, B RS L B S A
FHORHK o s 25 FR NI 222 R , R 1 266 5 1)
RAPLME TR WA T AARICR 5 M s A ST
T IR R
3.3 MBREFMHEIIULDIT

Mg rE ) TR 1e s &2
\ SIS L AR AT O R BRI
s BT Es A A iR R R RSl PR R B R ALEE,
SEPR M 4 L A A R AS BN AN BUE T, IFAEM 4
23 [l &b AT ISR AN R R

W 26% 2 A AF R ARAG AT LA R A R A B R A
i 2L A O AR, A BRI R, R R
REEFA N WG 2 S BB, IR S 2
2[RI IT IR SEOR, X R4 2 AT (R I 23 A
TEF 25 S BRAE AT AT s o X — 2R R 222
e, e BIRIRRRE N TR AR
MBS, RS IS AN I 4 25 ) 2R 4
FEZS () N B DAZIESR AN AR, LIAHSE I 45 2 1]

e

4

BRENZRFI AR, SRR > Bkt
ML L A S AT B T, B S
ARV 4347 o ol 95 8 TR RSl |, ATSR IR BE 2% )
IR LI AR ) A eSS AT B A, 2
T ZIEFATFR R AL BRE T, SCBLI M 45 % 4
Hrbw CRAEH, BE, B4R

AP 2 2 e P ) Mo S A ], Se AR
RIRER L B E AR A S, [R5 D sh A AT
VERC, AT iR o SR AR A 5ok i ol e 2 A 9
(P 4) o il SR E LB A A et (07 2 B
Wi, FAEME ERIARRIEE SRR 03
BUBCr Tk . BRI 1A, B T AR GO iy
FAFPE 1A AL E . Ah, BRI R
KEMBLEEFIRES, 8RR R
AJREE o X T W25 2 A b T R A B AR, D)
A B R A R AR T A, PR 2
B 2SR o A5 Tl A B e, PO
Tl 5 S5 A0 A B 1 S PR s [ (7 RS e 2 o
BLERARN, SCBURI A PO AL E, LAEH AR R

B4 RSk F T AT

FE3 2w ) P AT S h F
. ZHRALE, U¥ERER
HHER, REEATHERK

922‘202051 "E3BE - ETH

i i AR AL AR B FH e S EH T
THEEE, FERPMEATVTEESRE, AEXEATHEREZ, ZKOREEATAR

LY AT E AR R AL B R A F



EEMET@ATIMEAR TENERLEAHEERES _

JE AR5 Tk 55300 ] TARR K

B, MZE e R e i s K
2RI AR h R IR M4 2 A i 2 ad A 5 25
AN TR BERBE T B, X By 0 e il
# L Beh TR TS XA ER | B
SRR A B AT A A e R S R o ST
P25 HEly SEIE A . 28 U FIB BR IR . 454
ISP GEARIUE | NAALE . iETE . 1R
VA RE S ML RY 55 S eI, RT D 550 T  TAR
Aefk. Azik. Ak,

4 BERITiE

0 2% 2 [ W] LA 33K B9 288 F AR AE T LA ) 465 25 Tl
M T A T 3 i R s P 2815 U, S B R 2% 2 1) ) R
ZAL SR A, TN IR A SRALE L A O E R
FAa, DARRROR A ek . 482 ) nf AL R0k
JO7 A P [] TR AR AS Rl AR 2% 25 ] 22 AT
e, WER, KR FIFEHEEE T
RIBNES, il g2l IE], SEBLR 2% 2 1] 4% 25 5
it e —dIE RS, RS AR R
i, RTHRIZE S [N UERE )

o0 2% 2 [1] TR 28 32K B4 kT 7 80 T 1 B Rl o
59 BORABEAGE R, R262 ] B e A R
FOART5 12 52t Ay 19 2% 23 ) mT AR AL T e 4 436 T 7 AL
o MRS (AT AL FRIB R SE B e By | {5 B
AREE . NTHEBESEE AR, It s
DT MMA] 222 5 SRS AT AL 9 4 25 8] T A 3R
AL S5 BT R , SE[RI L HE R 26 2 e 2R B B AR 2

#i.

SE 3k
| BAAKR, a4, LA, F METAREFGELAMYS

H RS2, H T 53R, 2019, 74(9): 1710-1722.

2 Gao C, Guo Q, Jiang D, et al. Theoretical basis and technical
methods of cyberspace geography. Journal of Geographical
Sciences, 2019, 29(12): 1949-1964.

3 EE. W a R 5 EREE. HRER, 2014,
(2): 46-49.

4 AR, Fepra, Ak W& B A E AR, W% 547
B A3 3R, 2016, 2(9): 1-11

S AARFT. W 4E B & G 69 R E R A B AT R P B 42 &
Z 4, 2015(11): 113-115.

6 A, §LF, FD4, K MBERFRMNE: e
A AT && A F IR, 2018, 3(4): 1-14.

7 Nakashima E. With Plan X, Pentagon seeks to spread US
military might to cyberspace. The Washington Post, 2020-05-
31

8 Miiller-Maguhn A, Poitras L, Rosenbach M, et al. Treasure
map: The NSA breach of telekom and other German firms.
Spiegel Online, 2012-04-16.

9 Dodge M, Kitchin R. The Atlas of Cyberspace. Massachusetts:
Addison-Wesley Reading, 2001.

10 Dodge M, Kitchin R. Mapping Cyberspace. London:
Routledge, 2003.

11 Benedikt M. Cyberspace: First Steps. Massachusetts: MIT
Press, 1991

12 3K, SR 3B A HEIBAT T, A o B AR AT B
XA B TR K, 2012,

13 3E4, ABA, Rk $HMME KRS &HLODAR L
TreeMap T ALAL. M 45241, 2013, 42(3): 453-460.

14 3% N, 77 R, #R4L. P %= R 3 9 I 5 ST AL 7 3 At
. B9y AFAR, 2017, 29(S1): 1-8.

15 3K A, B4, #6880, 5. 53385 0 % X BAg W 45 19 3k
BAEA. 43 B A F IRk, 2018, 3(4): 63-72

16 3K &, JA 4%, WM, 4. & LIRS T 69 W & F R A 5 Rt
7y k. A ALES. 2019, 46(4): 83-88.

® FEA L% 51923



_ R 5ite

Develop Visualization Technology of Cyberspace to Support Construction of
Comprehensive Prevention and Control System of Cyber Security

GUO Qiquan'”>  GAO Chundong' HAO Mengmeng'~ JIANG Dong'
(1 Institute of Geographic Sciences and Natural Resources Research, Chinese Academy of Sciences,
Beijing 100101, China;

2 Cyber Security Department, The Ministry of Public Security of the People's Republic of China, Beijing 100741, China )
Abstract  Cyber security is the basis of national security in the information age, and the visualization of cyberspace is of vital
importance for comprehensive prevention and control of cyber security. Based on the theory of "man-land-network" nexus, this study
proposed the connotation and technical path of cyberspace visualization and described the visualization of the cyberspace elements,
cyberspace relations, and cyberspace security events. Based on the cyberspace geography, the exploration and application of cyberspace
visualization technology is an important content of constructing the mapping relations between cyberspace and real world as well as
drawing a cyberspace map, which will provide a significant support for the realization of the cyberspace map in the comprehensive
prevention and control of cyber security.

Keywords  man-land-network relationship, cyberspace map, cyberspace, geographical space, visualization
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